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Online harassment, especially networked harassment at scale, has become an increasingly serious issue that
pervades many social media platforms. In this study, we investigated the nature and harms of networked
harassment on Twitter through design workshops (n = 11) and developed a set of design goals focusing on
empowering the individual to fight back against harassment. We designed Re:SPect, an anti-harassment tool
promoting scalable and active responses to networked harassment. We evaluated Re:SPect through a simulated
scenario-based study with Twitter users (n = 18) who had directly or indirectly experienced networked
harassment. Our findings reveal that users felt safer and more empowered as Re:SPect enabled them to manage
interactions with a larger audience. Users felt less anxious about the potential of being harassed, while the
summarization features of Re:SPect allowed users to perceive the situation more objectively. Based on the
findings, we discuss how Re:SPect’s features could be utilized in promoting healthier online discussion, as
well as theoretical implications in designing such systems.
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1 INTRODUCTION

Online harassment is a rising problem in the social media ecosystem. As social media use takes
up an increasingly significant part of our daily lives and social interactions, recognizing and
moderating harassment has become a core task for social media platforms. Users often undergo
extreme psychological duress when faced with online harassment, sometimes even changing their
online behavior [62], or migrating away from social media platforms [33, 71]. This often results
in a decline in the quality of discourse on these platforms [17, 76, 90]. Even when they have not
experienced online harassment personally, many users are anxious about potentially attracting
harassment, leading them to preemptively change their behaviors [59].

“This work was conducted while the author was at KAIST.
fJeong-woo Jang and Juho Kim are co-corresponding authors.

Authors’ addresses: Haesoo Kim, hk778@cornell.edu, Cornell University, Ithaca, New York, USA and KAIST, Daejeon,
Republic of Korea; Juhoon Lee, juhoonlee@kaist.ac.kr, KAIST, Daejeon, Republic of Korea; Jeong-woo Jang, jangjw29@
kaist.ac.kr, KAIST, Daejeon, Republic of Korea; Juho Kim, juhokim@kaist.ac.kr, KAIST, Daejeon, Republic of Korea.

This work is licensed under a Creative Commons Attribution-ShareAlike International 4.0 License.

© 2024 Copyright held by the owner/author(s).
ACM 2573-0142/2024/4-ART117
https://doi.org/10.1145/3637394

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW1, Article 117. Publication date: April 2024.


https://doi.org/10.1145/3637394
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://doi.org/10.1145/3637394
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3637394&domain=pdf&date_stamp=2024-04-26

117:2 Haesoo Kim, Juhoon Lee, Jeong-woo Jang, & Juho Kim

A particular type of harassment that has been gaining prominence is ‘networked harassment’ [65].
Networked harassment refers to a case where harassment, often at scale, is encouraged or instigated
by members of an interconnected online network. This is different from the traditional dyadic notion
of bullying or harassment where one harasser repeatedly engages with the victim in an unwanted
fashion [60, 72]. In networked harassment, each individual’s contributions may be minimal, but
the experience of harassment could feel much worse as they are subject to more overall negative
comments. This distributive nature means networked harassment does not map easily to traditional
or legal models of harassment, and thus becomes much harder to intervene [55].

Many social media systems utilize user reports [67, 101] and blocking to allow users to respond
to offending users [19, 85]. However, users’ perception of harassment may be different from what
the policies dictate [37, 72], reducing the perceived effectiveness of reporting. These are also tedious
as each user has to block or report each individual offender — leading to community efforts, such
as blocklists, to apply these solutions at scale [35, 46]. A significant body of work in HCI and
CSCW has explored methods to detect [40], prevent [57, 89, 102] and resolve harassment [6, 24, 95].
However, many studies focus more on specifying and stopping the offender instead of explicitly
considering the needs of victims. Systems such as Unmochon [93] and Squadbox [63] have aimed
to provide practical response measures for victims of harassment through shame-based justice or
receiving the help of friends in email moderation. Even so, there is still a relative lack of scholarship
on enabling victims to respond and take action against networked harassment at scale.

In this paper, we approach this by providing victims of networked harassment with the ability
to manage responses at scale. Specifically, we focus on networked harassment on Twitter, as the
platform’s emphasis on amplification and abundance of harassment [35, 46] makes it a representative
space to study its effects. Through an iterative design process, we evaluated our initial system
concept through three design workshop sessions with Twitter users (n = 11), aiming to understand
the key factors and considerations when developing systems to prevent networked harassment. The
findings revealed that users want to efficiently communicate the intent of the original poster (OP)
while reducing stress by distancing themselves from the events and preventing the amplification of
the post.

Building from these insights, we present Re:SPect, a system that provides victims of harassment
with ways to protect themselves from networked harassment and amplification in open online
communication. Re:SPect includes features such as (i) granular visibility controls, (ii) cluster-based
summarization of responses to the post, and (iii) mass response measures (e.g. post flags) that
emphasize additional context posted by the OP. To evaluate the potential effects of Re:SPect, we
conducted a simulated scenario-based user study with 18 Twitter users who had either directly
or indirectly experienced networked harassment on Twitter. Our results showed that participants
valued Re:SPect’s features that allowed them to distance themselves from the harassment, both
practically and emotionally. Participants also reported that with Re:SPect, they would more actively
protect their reputation and self rather than passively wait for the situation to resolve itself.
Based on the findings, we discuss the implications for designing social media platforms to reduce
harassment, promoting psychological safety and agency in their users, and how this might be
utilized in platforms other than Twitter.

2 RELATED WORK
2.1 Online and Networked Harassment in Social Media

Online harassment refers to a broad range of deviant behaviors that target an individual, including
but not limited to hate speech, doxxing, cyberstalking, and physical threats [26, 72, 86]. Previous
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examinations of online harassment in CSCW literature often refer to qualities such as malicious in-
tent, aggressive behavior, and negative impact towards a specific recipient [9, 26, 55, 59], borrowing
upon more traditional definitions of bullying and harassment. However, due to the ever-evolving
dynamics of the online space, perspectives on what constitutes harassment are prone to change,
and may also differ according to the user or group [46]. Thus, existing definitions of harassment
are often insufficient in summarizing the diverse experiences of social media users, introducing
challenges in policy-making and moderation [55].

In response to this, there has been an effort to focus on the perspectives and experiences of
the victims when defining harassment [9, 43, 51]. We build upon Kim et al’s experience-centric
paradigm of online harassment, where definitions and interventions of online harassment focus on
the victim’s assessment of the situation and protecting them from harm, rather than punishing
the perpetrators [51]. Thus, it is important to explore online harassment not only in ‘what’ the
perpetrator did but rather in how the target perceived the action and the impact it had on them [9,
21, 22, 59]. Specifically, we focus on scale: harassment that happens when the scale of responses
becomes more than what one could manage [43, 46, 51].

The open nature of online spaces mean that the potential reach of content, and thus the potential
audience, is often much larger [5, 12, 47, 98]. This makes it much easier to attract aggressors or
unwanted incidents. But beyond simply encountering more hostility, the interconnected nature of
online communities means that the harassment could be more concentrated. In this work, we focus
on a specific type of harassment further enabled by such connections, or ‘networked harassment’.

Marwick et al. describe networked harassment as a networked group of individuals organizing
against an individual to antagonize them online [60, 66]. Here, we expand upon this definition
to include online harassment that amplifies through networked communities, even when it is
not purposefully organized. Such connectivity can cause an amplification in scale, exacerbating
harassment. Jhaver et al. have pointed out that there are specific forms of harassment such as doxxing
and dogpiling that are enabled through networks of harassers [46]. The anonymity in numbers
also encourages deviant behavior, as the reduced sense of accountability causes disinhibition and
deindividuation [61], coupled with the fact that the networked audiences are often left invisible [12].

In such cases, it becomes difficult for individuals to understand the implications of their actions
at scale [51]. While individual critiques could come from a place of concern or justification, it still
has the potential to harm its recipient when accumulated with a multitude of other comments [51,
60, 65, 80]. There are also forms of harassment that either seem benign [46], or with the idea
that it is justified [8, 65]. These are often enabled through the networks that perpetrate certain
behaviors or belief systems that allow harassment to stem from ‘good’ intentions. Such ambiguity
makes it difficult for perpetrators of networked harassment to understand the consequences of
their actions [51], and for platforms to address these issues.

In light of this, we emphasize the importance of going beyond platform-driven content moderation
and providing interventions at an individual level for victims of harassment to protect themselves.
We focus on this broader perspective of networked and online harassment, exploring methods to
protect users from both intentional and unintentional harms and making a more inclusive online
space.

2.1.1  Networked Harassment in Twitter. The paper specifically focuses on networked harassment on
Twitter. Twitter is a platform notorious for its prevalence of online harassment [46] and calling out
behaviors [11, 23], serving as an ideal ground for networked harassment thanks to its amplification
features [10]. Recently, the Quote Tweet function, a feature that allows users to repost a tweet
while adding their own comments [34], is considered as significantly correlated to the spread of
harassment on Twitter [51]. This is because the added exposure opens up room for even more
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amplification [77], and for outgroups to share their negative opinions [92, 100]. We focus especially
on the types of networked harassment often instigated or exacerbated through the use of such
features, while recognizing that these are not the only pathways through which harassment occurs.

It is important to note that neither the practice of public critique nor the Quote Tweet feature are
inherently harmful. Scholars have previously noted the importance of open communication features,
especially how they introduce criticism and increase the visibility of marginalized identities [82-84].
Flowers has previously noted the specific role of features such as Quote Tweets in the formation
of counterpublics [32]. However, the public visibility and increased engagement also attract more
negative attention, often making it a ‘numbers game’ and potentially exacerbating harassment [51,
82, 92]. The counterpublic strategies may even be appropriated by mainstream networks, as in the
case of cancel culture, to further oppress marginalized groups [1]. Considering this, our work aims
to provide alternative methods of communication that maintains the benefit of open communication
while preventing the potential negative repercussions that occur in existing platforms.

2.2 Combating Online Harassment

In response to the pervasiveness of abusive behavior, most social media platforms adopt some
form of content moderation to protect their users through automatic detection, user reports, and
more [36, 79]. Platform interventions include suspending the offender’s account or deleting the post,
or more personal solutions such as blocking or muting that individual [46, 72]. However, despite
these efforts, users often do not trust social media platforms’ ability to achieve a fair resolution to
harassment [87].

NLP research has explored methods to automatically detect harassment, such as providing
datasets of harassing messages [38, 48] or improved detection models [40, 64, 69]. However, the
utility of automatic harassment detection can be limited as methods of harassment continually
evolve with the development of social technologies [21, 72]. There is also the risk of incorrect
labeling, often due to lack of context [88, 96] or disproportionate moderation of content from
marginalized groups [41]. In addition, the reactive nature of such platform-led interventions means
that there is often a delay until they are processed by human moderators, during which harm may
persist [79, 91]. Roberts emphasizes the limitations of commercial content moderation in that they
“always attract...an existence as a generator of the negative content” [78]. This is further bottlenecked
by the sheer volume, lack of guidance, and conflict of commercial interest. Thus, the importance of
user-led bottom-up interventions for harassment response is increasingly emphasized.

There has also been an emphasis on designs to prevent harassment incidents before they happen.
Previous work has explored methods such as accentuating the sense of personal responsibility [24],
promoting empathy towards the harassment victim [95], and using negative interface cues to
influence perception [57] to reduce aggression while encouraging supportive action from the
bystanders. At a lower level, systems such as Recast [102] aims to reduce harassment by detecting
toxic language and intention, discouraging users from posting harmful messages. This is especially
crucial in the context of networked harassment, as preventing amplification and reducing the scale
of the incident is can significantly reduce its negative effects.

Where systematic efforts fall short, leveraging communities has shown to be an effective method
to combat harassment. Many platforms, such as Reddit and Twitch, employ volunteer moderators
that independently and flexibly adapt to the moderation needs of their community [88]. Outside of
self-moderated contexts, others have explored facilitating bystander intervention as an effective
method of limiting harassment as well as empowering the victim of harassment [15, 16, 95, 101].
Tools for individual moderation, such as blocking, could also be utilized for harassment prevention.
Community-created collaborative blocklists, such as BlockTogether and Good Game Auto Blocker
are an example of a collaborative community effort to protect individuals from potential harassers
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[39, 46]. In a more personal level, systems such as Squadbox utilizes a user’s friend groups as a
moderation tool [63] , while some communities on Twitch has leveraged their audiences to respond
to hate raids [68]. These methods allow for more personalized and intimate methods of protection
from harassment.

However, despite the extent of research on content moderation and harassment intervention,
we emphasize the importance of measures that prioritize the individuals involved. Focusing on
the victims’ experiences is crucial in restoring trust towards the platforms and supporting them to
overcome the experiences [9, 87, 93]. It is also important to understand that there is no ‘one-size-
fits-all’ solution to online harassment [85] - every case is unique, and as harassment techniques
evolve, proposed solutions must remain flexible as well. Thus, we focus more on exploring methods
for users to independently and effectively combat harassment as an individual. We expand upon
this line of work by emphasizing design choices that empower the individual to quickly counteract
harassment in ways that meet their personal needs.

2.3 Focusing on the Needs of Harassment Victims

As noted above, definitions and perceptions of harassment often differ by the user, and the ways
through which the users want to establish justice also vary depending on the cultural and social
contexts of the involved parties. Platforms’ responses to online harassment usually focus more
on punishing the perpetrators of harassment rather than protecting or reassuring the harassed
user [67, 72]. In addition to preventing further incidents, providing closure and validation incidents
has also been explored as a method to emotionally support victims of harassment. Platforms such as
Heartmob [9] and Trollbusters [29] tackle this by providing direct and indirect support to victims,
as well as a safe space to share their experiences, facilitating recovery.

Schoenebeck et al. have previously explored the potential of utilizing alternative justice theo-
ries, such as restorative justice, to understand different needs surrounding reparations to online
harassment [85]. From a systems perspective, Sultana et al. explore the concept of shame-based
justice in Unmochon, where public shaming is used to mitigate and prevent sexual harassment in
Bangladeshi women’s social media experiences [93]. We expand upon this scholarship and aim
to provide a novel perspective surrounding anti-harassment systems based on the experiences of
South Korean Twitter users. We also note that anti-harassment systems should allow for flexibility
and variability according to the needs and situations of the individual.

This work also builds upon feminist methodologies in HCI, which focuses on emphasizing the
lived experiences of individuals and exploring how these can benefit the design process [3]. An
example of this is the discussion of promoting consentful technologies in the online space. Im et al.
have previously discussed the potential of applying an affirmative consent [58] framework to the
design of social media systems [43], and how users may be protected from interactions that they
are uncomfortable with. In this perspective, networked online harassment is a violation of consent
where users are bombarded with responses at a scale they did not anticipate nor agreed to [46].
Thus, we argue that the ability to more specifically control one’s social media audiences can allow
harassment victims to reclaim their agency and provide the ability to resist.

3 DESIGN ITERATION: DESIGN WORKSHOP

We designed an initial prototype of the system with the goal of promoting civil discussion, while
making it easier to protect the original poster from the unexpected repercussions of amplification.
We initially focused on the ‘unintentional’ aspect of networked harassment, or that not all perpetra-
tors of networked harassment will be acting from malicious intent [43, 51, 65]. In this perspective,
some people become perpetrators because they did not understand the potential repercussions
of their actions prior to commenting, unexpectedly or unintentionally contributing to networked

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW1, Article 117. Publication date: April 2024.



117:6 Haesoo Kim, Juhoon Lee, Jeong-woo Jang, & Juho Kim

c
@
b l.
o

2

(Bystander)

The original poster (User A) can...

N ;
. [ /4| ? Change visibility
Remove post from discussion
«, ¢ 4
' Change abstraction level

User A Original Post Abstracted Post
(Original Poster)

UserB

Fig. 1. Overall User Flow of Workshop Prototype

harassment through amplification. Assuming such cases with non-harmful intent, our initial design
provided users with a way to initiate conversation and discussion without amplifying the original
post.

We iterated the system design through three workshop sessions with 11 Twitter users who had
experiences surrounding networked harassment and calling out. We aimed to verify our prototype
and gather feedback while collecting potential use case scenarios and gaining a better understanding
of methods and key factors in preventing networked harassment. We describe our methodology
and insights from the workshop in the following section.

3.1 Initial Design Prototype

We first conceptualized our system with the concept of separating the post, and the subsequent
reactions to it, from the person who posted it. We refer to this feature as abstraction, allowing the
post author and post to be disconnected by involving a mediator system that hosts the discussion.
In this case, an ‘abstracted’ post refers to content that does not contain references to the original
post or OP’s account, and cannot be directly traced back to the OP. We extended beyond simply
anonymizing posts by also suggesting a text obfuscation process, where the text would be replaced
with non-traceable altered version of the original post. This prevents other users from re-tracing
the original post and poster through an exact text search.

Our idea of abstraction was inspired by the ‘orphaning’ feature in Archive of Our Own!, a
popular fanfiction archive website. Orphaning is when an author of an online work decides to
remove their association with it, providing a level of control to the authors’ online presence while
allowing the work itself to persist to preserve the community history and discourse surrounding
it [30]. Similarly, we aimed to enable and encourage discussion over a topic, considering the positive
overall value of discourse it may bring, while allowing the original poster to maintain a level of
control over the involvement of their personal identity and account.

When using the system, a user who wants to comment on another user’s post is provided with the
option to ‘Start Discussion’, in addition to the original retweet and quote tweet functions. The user
is given the ability to add their opinion and post it, as they would with the quote tweet function. This
will generate an abstracted, mediated version of the tweet, which is hosted in a separate database.
This instance of the abstracted tweet aggregates all the individual discussion nodes pertaining to
the original Tweet. The mediated version does not save any identifying information pertaining to
the OP, such as profile information, while the text is obfuscated to prevent malicious users from

!https://archiveofourown.org/
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searching up the post content to find and harass the user. The overall user flow is depicted in
Figure 1.

3.2 Participants

Through a public Twitter post, we recruited 11 South Korean Twitter users who reported to have had
experience surrounding networked online harassment, either as victims, perpetrators, or bystanders.
We note that our definition of ‘perpetrators’ also included those who had unintentionally or
unknowingly participated in networked harassment through calling out behaviors [51]. Participants
were asked to select all categories that applied to them out of the three, as well as provide a short
description of their experience when signing up.

We verified the validity of the reported experiences through keyword searches based on the
description as well as references provided by the participants when available. When we were
unable to obtain specific evidence — either due to the time passed since the incident, the deletion of
relevant evidence, or due to the abundance of similar incidents — we reviewed the participants’
comments for internal consistency and credibility. We acknowledge that there is an imbalance
of experience types in our participants, skewing toward victim experiences, as well as showing
significant overlap between the experience types. This can be attributed to the fact that victims of
networked harassment often have broader definitions of what constitutes harassment [51], which
may have altered their perceptions of their previous actions. Also, due to the distributed nature of
networked harassment and the reduced personal impact of the incident, perpetrators of networked
harassment may not self-identify as perpetrators [45, 46, 51, 65]. The participant demographics are
detailed in Table 1.

3.3 Methods

Participants were divided into groups of 3 to 4 people and participated in a collaborative design
workshop through a Zoom video call. The groups were built primarily based on the participants’
availability, and to include a variety of experiences regarding the type and subject of the incident.
We provided a low-fi prototype of the system designed through Figma and used screenshots of the
UL, simulated user workflows, and potential use case scenarios to illustrate the system features.

To ensure the participants’ safety and comfort, all participants communicated through pseudonyms
assigned by the researchers. Referring to each other through pseudonyms is a commonly-observed
practice in Twitter [73], as well as South Korean online communities [56], and we aimed to provide
a similar experience through this design. We also didn’t require the use of video, and only used
audio and text during the workshop to prevent participants from unintentionally identifying them-
selves or creating additional social pressure. This anonymized, verbal-centric environment was
used to emulate the experience of Twitter and provide a smoother transition in discussing their
own experiences on the platform. Prior to the workshop, participants were advised to defer from
disclosing sensitive or personally identifiable information, and to only share information they were
comfortable with.

The workshop consisted of three sections. First, we asked the participants to share their ex-
periences and opinions surrounding public criticism and online harassment. Following that, we
introduced our system prototype, intended user flow, and design rationale behind the features. Par-
ticipants were then asked to collaboratively suggest alternative features that could be added, while
imagining potential use case scenarios that might utilize our system. We encouraged participants
to build upon others’ ideas and to point out the limitations or potential negative repercussions
of the system and the generated ideas. Finally, we moved on to a group interview session where
the participants provided feedback on the system design and discussed what elements should be
considered when building social media systems that combat online harassment.
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Table 1. Participatory Design Workshop Participant Demographics.

D Gender Group Age | # of Accounts Networked Harassment Experience
Perpetrator { Victim | Bystander

W1 F Group 1 21 1 (¢} (¢} o
w2 F Group 1 24 4 (@] O O
W3 Other Group 1 23 2 (¢} (¢} ¢}
W4 F Group 1 25 1 (¢} (¢} o
W5 F Group 2 30 1 O O O
W6 F Group 2 21 5 (0] (0] ¢}
W7 | Prefer not to say Group 2 22 5 (¢} (¢} o
W8 F Group 3 36 2 (@] o
W9 F Group 3 21 3 (@] O
W10 F Group 3 27 1 (¢}

W11 F Group 3 40 4 O O O

We performed qualitative coding on the workshop transcripts, with two of the authors individu-
ally identifying codes from the initial transcripts which were combined to create a codebook. The
first author then used this codebook to re-code the transcripts focusing on the specific feature
suggestions made by the participants.

3.4 Workshop Results

Based on the discussions from the workshop, we organize the findings and design implications
pertaining to online and networked harassment. During the group interview session, many partici-
pants shared the sentiment that networked harassment was perpetuated by the nature and design
of Twitter as a social media platform, especially due to the emphasis on amplification features.
Many agreed with the belief that criticism and calling out easily turns into harassment when the
critical opinion overwhelms the supportive as a result of networked amplification. Participants
also noted that networked harassment happened as people wanted to “feel safe among the masses ”
(W2). These comments imply that some Twitter users thought of online calling out as being a mob
mentality behavior rather than stemming from genuine concern or critique — and thus, closer to
networked harassment than valid criticism. Below, we summarize the specific design goals and
features suggested by the participants.

3.4.1 Accurately Reflect the Context and Intent of the Original Poster. One of the major comments
from the participants was that, if abstracted, the content should fully and accurately transfer the
OP’s intent, tone, and context (W6, W4, W10). Participants raised concerns that changing the text
or the content of the post can cause further misunderstandings or even worsen harassment. This
was noted especially in relation to the word count limit on Twitter — the limited space meant
that diverse nuances and contexts are packed into a small amount of text, which could be easily
misrepresented when the content is altered even slightly, and especially when it spreads beyond
the initial intended audience. Thus, original poster may have to take responsibility for comments
beyond what they had actually expressed.

Participants also noted that users should retain agency over how their post is expressed and
how others might perceive it, while preventing the potential misuse of such features. For example,
discussion on features allowing users to be able to edit the post directly were generally perceived
negatively. Participants were concerned about the possibility that malicious users will post harmful
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content, edit the post, and then claim that the criticism that they are receiving is harassment.
However, they were enthusiastic about the idea of providing methods to add context after a post
was made, such as edits or clarifications to misleading statements. W1 mentioned that “Emphasizing
edit tweets could be a good option.” and W3 said that they thought “it might be better to allow editing
in the thread rather than in the post.”

3.4.2 Allow Specific and Granular Control Over One’s Post. In relation to the above point, partici-
pants voiced that the original poster should maintain a level of agency in the conversation, both in
discussion and moderation. Participants noted that “The OP knows what parts induce stress for them.”
(W7), and that “What a person writes is part of how they express their identity.” (W5). Thus, they
emphasized the importance of having personalized and granular control of various settings so that
each user could alter them as they see fit. Our participants mentioned that granular notification
settings could be an example of this, as it is one of the major factors that distinguished criticism
from harassment was scale. Participants noted that the large influx of notifications often caused
social pressure, as well as a feeling of helplessness. Thus, many participants suggested that the
system provide specific controls for notifications (W5, W10).

3.4.3  Prevent Amplification of Posts. Participants also noted that it is important to reduce the spread
of criticism to ensure that the negative effects of calling out and harassment could be mitigated
(W2, W8, W10). This aligns with the findings from previous work stating that the scale of calling
out is a large determining factor of online harassment [51]. W10 articulated this, saying: T think
the problem is receiving the attention that you wouldn’t in real life.” Thus, the incomparable scale
of the online response, in comparison to offline responses that the users are more accustomed
to, would cause a large emotional reaction. Some participants suggested features to allow the
OP to nip the harassment at the first signs, as well as informing them of the potential scope of
amplification. In particular, W2 said that “It’s important to cut off the interaction [with the harasser].”
She further suggested that “If the amount of feedback increases rapidly, it might be good to briefly
stop the interaction. I think it would be good if there was some kind of locking mechanism.” W8 also
mentioned that ‘locking the spread’ of posts would be beneficial.

3.4.4 Emphasize Responses Encouraging Constructive Discussion. Some participants noted that
designs to reduce harassment would not necessarily be able to stop those who have a specific
intention to harass, as malicious users will eventually find a way (W5, W10, W11). Others also
pointed out that simply cutting off interactions was not a healthy reaction, as it could cause echo
chambers and people not being aware of their mistakes of constructive criticism. One suggestion
was to increase visibility or emphasize civil responses that encourage constructive discussion, while
reducing the visibility of repetitive, aggressive, or harassing responses.

3.5 Design Goals

Based on the insights from the design workshop, we identified three design goals for designing
a social media platform that protects users from the negative effects of networked harassment
and calling out. We identified key features suggested from each theme of the workshop results,
from which we then identified the users’ key needs, organized into our design goals. The mapping
between the themes, suggested features, and the design goals are illustrated in Figure 2.

D1. Provide victims the ability to distance themselves from open audience spaces to
prevent interactions with harassers (Protect).

D2. Provide a succinct, digestible summary of user comments to allow users to effi-
ciently and accurately comprehend the content and state of the discussion, especially at a
large scale (Summarize).

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW1, Article 117. Publication date: April 2024.



117:10 Haesoo Kim, Juhoon Lee, Jeong-woo Jang, & Juho Kim

Themes Suggested Features Design Goals

Accurately Reflect the Context and ‘

Intent of the Original Poster Increase visibility of post-hoc edits and clarifications F\

D1. Distancing from open
audience spaces and harassment

‘ Personalized and individual self-moderation
Enable Specific and
Granular Controls

D2. Provide a succinct, digestible

‘ Scalable, granular notification controls
summary of user comments

‘ Flexibly lock the amplification of post after posting

Prevent Amplification of Posts

Detect signs of excessive amplification and harassment ) .
D3. Provide practical and scalable

response measures

Emphasize Responses Encouraging

. . .\ Increase visibility of constructive comments
Constructive Discussion ty

Fig. 2. Mapping of Design Goals with Themes and Suggested Features from the workshop

D3. Provide practical and scalable response measures to victims of large-scale harass-
ment campaigns or calling outs (Response).

4 RE:SPECT

Based on our design goals, we revised our original concept to design Re:SPect, a system that provides
active and scalable response measures for victims of networked online harassment and calling out.
In Re:SPect, we focused on the perspective of protecting the victim, as well as providing practical
response measures for them to respond against online harassment. In this section, we describe
the features of Re:SPect, as well as potential user scenarios where Re:SPect can be used to support
victims of online harassment.

As we focused on the issue of networked harassment on Twitter, the system was designed with
relevant Twitter features in mind, with the potential to be deployed as a plugin or extension to
Twitter or similar platforms at the time of study. However, due to the fact that our design of Re:SPect
could not be completely implemented upon Twitter, we developed a testable prototype where
Re:SPect’s features were integrated into Twitter’s user flow. We aimed to minimize the level of
unfamiliarity as novel interface features might have a play in how users perceive the system or the
proposed situation of networked harassment.

4.1 System Features

When a user views their post, they are provided with the option to ‘See Reactions’(Fig. 3-A). Clicking
on this button leads them to the dashboard interface that organizes the information about the post
as well as its responses (Fig. 3-B).

4.1.1 DG1: Control Who Can See or Interact with the Post. In the dashboard, the OP can access
the ‘Manage Interactions’ tab to control who can see or interact with their post (Fig. 3-C). This
controls how the post is displayed to others in three different categories: the visibility of the post,
the visibility of the user profile, and who can interact with the post. When a user is outside of
the distance conditions set by the OP, they are unable to access the corresponding information.
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A The Original Tweet B Summary View of the Quote

Tweets (D2) {
= — g
[rTmTeTANS  \12nage Visibility Settings
vkl e
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c Control Who Can Interact with
the post or profile (D1)

Honestly!!!! There's nothing to do outside these days. Sinsa,
Apgujeong, Seongsu, Hongdae, Gangnam, no matter where | go,
vou have to spend money so Seoul is not fun at all...
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Fig. 3. Overview of the User flow of Re:SPect. (A) The user accesses the Re:SPect dashboard through the ‘See
Reactions’ button on the tweet. (B) The dashboard view of Re:SPect shows the clustered responses, as well
as the central argument and sentiment of each cluster. (C) The user can access the visibility settings tab to
control the post and profile visibility and interactions boundary. (D) In the detail view of each cluster, the
post owner could perform actions en masse to all the responses in the cluster.

Within Visibility Boundary

@ My Twitter Profile @my_username

rd Honestly!1!! There's nothing to do outside these days. Sinsa,

Apgujeong, Seongsu, Hongdae, Gangnam, no matter where |
0, you have to spend money so Seoul s not fun at all
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Everyone

Followers Only

Custom v/
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Outside Visibility Boundary

Anonymous

Honestly!tt! There's nothing to do outside these days. Sinsa,
Apgujeong, Seongsu, Hongdae, Gangnam, no matter where |
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[ ] -
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Fig. 4. Viewing responses in Re:SPect based on the profile visibility conditions. (Left) When the viewer is
outside of the profile visibility boundary. The viewer cannot access the OP’s account information. (Right)
When the viewer is within the profile visibility boundary.

For example, if a user is outside of the profile visibility boundary, but within the post visibility
boundary, they will see an anonymized post where they cannot trace the post back to the OP
(Fig. 4-Right).

Each visibility category has three options: (i) Everyone, meaning that everyone on the social
network can access the post, (ii) Followers-only, referring to the immediate follower network of
the user, and finally (iii) Custom, where the OP can personally define how far their post can reach.
For example, if the OP wants their post to be accessed by only those who follow the OP’s followers,
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Fig. 5. Examples of post flags. They alert the viewer to the fact that there is additional context information
that has been noted by the original post author. (Right, Top) An ‘Additional Context Added’ flag is added to
the original tweet. (Right, Bottom) A ‘Point Refuted’ flag is added to the quote tweet.

the custom network distance would be set to 2. The distance number is determined according to
the calculated network distance from the OP. We note that higher-level visibility settings such as
post or profile visibility are also automatically applied to the lower-level settings. For example, if
one is outside of the post visibility boundary, they are naturally also outside of the profile visibility
boundary.

4.1.2  DG2: Summarization of Responses. Re:SPect provides a digestible and summarized view of
the responses on the original post. This provides users with the ability to have a more balanced
perception of the overall opinion distribution. This can also have the benefit of filtering out
malicious or aggressive comments, such that the user doesn’t have to continuously be introduced to
each individual comment. This reduces the potential negative emotional repercussions of reading
through each comment individually. Each topic cluster is then represented by its central argument,
generated through text summarization of the individual response posts that are in the cluster. The
topic cluster view presents the central argument and the general sentiment distribution of posts
within the cluster. By clicking on the cluster object, the user is able to see what specific comments
are in each cluster.

4.1.3 DG3: Responding to Comments at Scale. Users can also choose to respond to a specific cluster
of comments. In the Response Cluster Tab, users can select the type of response measure to take
(Fig. 3-D). The system automatically batch-applies the selected measure to all the responses in
the cluster. Users can also specify which specific posts within the cluster they want to respond to.
This supports traditional response measures such as blocking the users, reporting them, or posting
individual replies, as well as a flagging mechanism that allows the OP to add additional context to
the original post while controlling how they are perceived by the networked audience.

The OP may also choose to use post flags to respond to a cluster. There are two types of flags that
the OP can utilize: ‘Additional Context Added” and ‘Point Refuted’ (Figure 5). The former is applied
to the original post, when the OP appends more contextual information to the original post that can
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help understand the full picture. The latter, on the other hand, is added to the response post, when
the OP wishes to express that they have provided a rebuttal to the critique made in the response.
Both of these flags are designed to provide additional context that may have been lost due to the
word length limit of platforms such as Twitter, as well as those that are lost when only individual
posts gain attention instead of the full conversational context. Through these interface elements,
users can alert the networked audience that there is additional context to the conversation.

5 METHODS

We decided against conducting a real-life field study as it is not possible to simulate realistic
harassment situations, as well as concerns that Re:SPect could cause negative repercussions to the
harassment situation or to the users. Instead, we conducted an interview-based study by providing
realistic calling out and networked harassment scenarios to our participants and asking them to
empathize with the given scenario based on their previous experiences. This speculative study
design follows the precedent of anti-harassment systems research such as Squadbox [63] and
Unmochon [93].

5.1 Study Setup

To observe how participants may use Re:SPect in real harassment scenarios, we provided them a
set of scenarios representing either preemptive or reactive networked harassment situations and
asked the participant to demonstrate their response as though they were the victim in the scenario.
To ensure that our scenarios reflected real-life conditions as closely as possible, we used the data
of an existing tweet that had recently been the target of a networked calling-out, harassment
incident. The selected tweet was a casual complaint regarding the lack of exciting activities to do
in Seoul, South Korea. The selection was based on the perceived relevance of the situation (Can the
participants relate to the tweet content?) as well as the scale of the responses. The translated tweet
content is depicted in Figure 3-A. The majority of our participants expressed explicit agreement
with the content of the tweet, and the few who expressed disagreement or neutrality stated they
could understand where the OP was coming from and had no difficulties assuming the tweet’s
position. We used the Twitter API to crawl the responses to the tweet to ensure the situation felt
realistic. To minimize unintended harm and discomfort to the participants, we filtered out quote
tweets containing potential triggers or personally identifiable information.

Based on the collected data, we modified the data to create two scenarios, preemptive and reactive,
representing different points in time in the progression of networked harassment. The reactive
scenario depicted the time frame after the harassment had happened: the entirety of the quote
tweet dataset (392 of the accessible public quote tweets) was applied to this scenario. In comparison,
the preemptive scenario represented a situation where the tweet has reached a networked audience,
but at a smaller and individually manageable scale. We filtered out 15 quote tweets from the original
dataset, focusing on the ones with earlier posting times (representing the initial response) and with
less aggressive language (representing a ‘tamer’ incident of networked response). The preemptive
scenario was constructed based on Kim et al’s observations of factors that distinguish between
online harassment and valid criticism [51], including the scale and aggression level of the responses.
We note that perceptions of what constitutes harassment may differ between individuals, and thus
opted for a more extreme difference in responses between the preemptive and reactive scenarios.

We also note that, for the purposes of the current study, we implemented the summarization
feature (D2) through a manual clustering of tweets by the authors. While our ideal implementation
of the summarization feature would be for the clustering process to be integrated through automated
methods, our survey of existing NLP models proved lacking for the purposes of our study. Since
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we are not conducting a formal evaluation of our technical pipeline, but rather seeking a proof-of-
concept for our system design, we assumed an ideal clustering situation as in the results of our
manual clustering.

5.2 Interviews

The interviews were conducted through Zoom video calls, lasting between 85 and 119 minutes.
The session began with a preliminary observation of the online harassment-related experiences
of the interviewee, and the types of response measures they used to prevent or respond to online
harassment. Following this, participants were briefed about the features, design, and usage of
Re:SPect, as well as our design motivations. We then moved on to the system usage session where
participants used Re:SPect to demonstrate their potential responses to online harassment. The
system usage session was conducted through a think-aloud process, and we conducted a follow-up
interview to collect their general feedback about the system as well as insights into the underlying
motivations behind the actions they took. Finally, we asked participants about the potential positive
and negative effects of implementing anti-harassment features such as in Re:SPect to social media
platforms through a semi-structured interview. Participants were each paid 30,000 KRW (approx.
23.6 USD).

The interview results were transcribed by the authors for analysis. We conducted thematic
analysis through an inductive approach, developing and validating the codes through multiple
iterations [27]. The first and second authors individually performed line-by-line open coding on
six of the interviews to generate preliminary codes, then combined the results to create an initial
codebook. 34 codes were derived from the initial analysis. Based on the initial codebook, the second
author iterated over the remaining interviews, developing 40 codes in total. The final codebook was
then validated and used for re-coding by the first author. After the final iteration, we developed
similar codes into themes, organizing them first by the core factors on dealing with networked
harassment, perspectives on Re:SPect’s features, and the potential use cases and impact of the
features general harassment situations. Quotes have been translated and edited for clarity by the
authors.

5.3 Participants

We interviewed a total of 18 South Korean Twitter users, who were recruited through a public
Twitter post, as well as personal recommendations from previous participants. Four participants in
total were invited through snowball sampling, all through the recommendation of different partici-
pants. The condition for participation was Twitter users who have either personally experienced
(direct experience) networked online harassment, or have witnessed and speculated about tactics to
mitigate the negative effects of networked online harassment (indirect experience). The participant
demographics are detailed in Table 2.

We note that, as with the case of the workshop, the participants were predominantly female, with
only one participant identifying as a cisgender male. This can be attributed to the fact that Twitter
is considered a social media where the political views are relatively progressive in South Korea,
including female-centric social issues such as feminism [42, 49]. This may mean that the Twitter
community in South Korea is already female-dominated. From a different perspective, this may be
attributed to the fact that marginalized groups such as sexual and gender minorities, racial minorities,
etc. are often more at risk of online harassment in social media [20, 26, 31, 59]. Previous work has
also shown that women are also more commonly exposed to gender-based harassment [20, 71, 98].
Thus, we can assume that women and LGBTQ+ individuals may be more conscious of the potential
of online harassment, which may have affected our participant distribution.
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Table 2. Re:SPect User Study Participant Demographics.

ID ‘ Gender ‘ Cisgender/ ‘ Age ‘ # of ‘ Experience Type ‘ Purpose of Twitter Use
Transgender Accounts . ,
‘ ‘ ‘ ‘ ‘ Direct | Indirect ‘

P1 F Cisgender 24 B 0 Kpf)p F.andom,.Anlme fandom,
Daily life sharing

P2 M Cisgender 29 ) 0 Soc1al.1zmg Wl.th offline friends,
Exercise sharing

P3 F Cisgender 24 5 0 Socializing WIFh.Ofﬂlne friends,
Personal archiving

P4 F Cisgender 24 3 O Rese':arch networking, .
Stationery & tea collecting

P5 F Cisgender 30 3 (0] Study, Daily life sharing

. Art sharing, Daily life sharing,

P6 F Cisgender 24 6 © Socializing with offline friends

P7 F Cisgender 23 5 (¢} Kpop fandom, Misc. fandom

P8 F Cisgender 28 3 0 Anime fandom,
Combating harassment

P9 F Cisgender 22 3 (¢} Kpop-related art sharing

P10 F Cisgender 26 3 (o) Q‘ueer. community,
Disability community

P11 F Cisgender 23 3 (¢} Daily life sharing

P12 | Does not wish to answer 24 3 (@) POl.ltICZ.il dlSCOI.lrse’
Daily life sharing

P13 F Cisgender 27 (0] News sharing

P14 | Unknown | Transgender | 26 2 (¢} Daily life sharing

P15 F Cisgender 20 o Daily life sharing

P16 Does not identify 20 6 0 Gan.le fandom, Art sharing,
Online market

P17 F Cisgender 26 3 (0] Dall}.’ life shar.lng,
Trading used items

P18 F Cisgender 25 2 (¢} Kpop fandom

6 RESULTS

In general, participants reacted favorably towards the concept and implementation of Re:SPect.
Many participants noted that the system would be able to give them the ability to engage and
respond to harassment instead of being a passive victim, and even encourage them to speak up more
on social media. They were also generally favorable towards the idea of developing anti-harassment
tools as they thought the existing measures of responding to harassment were indeed limited. Our
results suggest that all three of our design goals (Protect, Summarize, and Response) were met.

Here, we organize the common themes that emerged from the interviews, focusing on the central
factors in mitigating networked online harassment and the perceived use cases of each feature.
We identified three major factors that users considered important in preventing and mitigating
networked harassment: preemptively reducing harassment by reducing amplification and exposure,
shielding users against the immediate negative effects of harassment, and providing scalable
response measures. We evaluate the feasibility of Re:SPect in achieving these goals, while also
discussing its limitations and identifying potential aspects to improve Re:SPect.
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6.1 Preventing Networked Harassment by Reducing Amplification

Participants had generally favorable expectations for Re:SPect in preventing the occurrence of
online harassment. This effect was observed twofold, as participants noted that Re:SPect would be
effective in both stopping harassment from happening at all, and also in preventing the further
amplification of harassment. This was also connected to the importance of timely and appropriate
responses. Many participants pointed out that in networked harassment, if they missed the ‘golden
time’ of stopping harassment, it would spiral out of control to a level that can’t be managed.
However, participants said that with Re:SPect, they will still be able to respond to the harassment
after the fact.

Even if I fail in dealing with the harassment in its early stages, [Re:SPect] still gives me
a way to fight back. - P3

6.1.1  Protection from Exposure to Malicious Actors. Many participants also noted that the post
visibility settings would be useful in preventing harassment from occurring. In the preliminary
interview, several participants had said that they would ‘watch their words’ in fear of potentially
attracting malicious actors by posting their opinions publicly. Yet, they also recognized their
inevitability, comparing malicious actors to ‘traffic accidents’ or ‘natural disasters’, which cannot
be avoided no matter how hard one tried. Thus, they speculated that they would use the visibility
settings preemptively to prevent any stressful situations, such as P3 who said “I'll just put it up every
time I feel like ’'m saying something remotely divisive, like things I usually use my private accounts
for” P10 also noted that “You can reduce the negative psychological impact just by controlling how
exposed you are to the public.”

Participants were also concerned about the possibility of their personal information, usually
disclosed in their profiles, being used to abuse them. Several participants (P2, P6, P11, P15) pointed
out that they thought that harassment starts or worsens as the conversation moves on from
criticizing the action and begins focusing on the flaws of the individual. In this case, participants
were enthusiastic about the possibility of the profile visibility setting. P6 noted that they would
use this feature to “Avoid them digging into my previous tweets [or personal life] so that they could
condemn me. I want them to focus on the issue at hand.”

6.1.2  Reducing Possibility of Secondary Harassment. On the other hand, participants also noted
that the visibility settings could help with preventing the spread of harassment after the fact. P2
compared the preemptive and reactive scenarios as stages 2 and 3, respectively (stage 1 referring to
a situation with no calling out), and noted that the visibility settings could “prevent a hypothetical
stage 4.” P7 also mentioned that instead of being helpless to just wait until things simmer down,
they will be able to “actually stop it before it gets out of hand.”

It gives you a lot more options than just avoiding it altogether, or just waiting. - P7

Several participants touted Re:SPect’s support in staunching the spread of misinformation or
misinterpretation early on through signposting (P4, P5, P10, P11, P13). Though the additional
content might not be visible on the quote tweets, participants felt that simply indicating the
existence of further context would deter observers from heedlessly following the quoter’s opinion
(P4, P10, P13, P18) and motivating them to look into the additional information (P8, P11, P12).

I think the [post flagging feature] will be useful for both the users who made QTs
and those who read them. It makes responders reflect on their words and reduces the
chances of secondary harassment from observers. - P18
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6.2 Reducing the Negative Emotional Impact of Networked Harassment

Many participants thought that they would feel safer with the existence of Re:SPect, especially and
even when they are under harassment. The theme of Re:SPect being able to function as a shield or
a safety net from potential harm emerged from several interviews (P2, P3, P4, P6, P12, P17). Several
participants (P3, P6, P8, P10, P15) noted that the sheer existence of anti-harassment tactics will
make them fear harassment a lot less, providing them with a sense of psychological safety.

Even just reducing the stress and fear of harassment helps deal with harassment
effectively. - P15

P10 specifically noted that “Fear and anxiety comes from the perception that you can’t control the
situation - and [this system] gives you exactly that. A sense of control.” In this section, we delve into
more detail on why users felt safer, as well as which features of Re:SPect contributed to protecting
users from the negative psychological impacts of harassment.

6.2.1 Allowing for More Accurate and Efficient Information Processing. Participants mentioned
that the summarization feature allowed them to perceive the responses and opinions more clearly
and objectively. In many cases, participants noted that they would focus on malicious or negative
comments even when there were positive or supportive comments, such as when P1 said that “Even
if there’s a lot of supportive comments, one bad comment is enough to ruin your mood.” P9 attributed
the fear of harassment to this, saying “You see one aggressive comment, and then you're suddenly
scared. Because how much of the rest is going to be like that?”

In comparison, as the summarization feature of Re:SPect organized the responses and opinions
by sentiment, they mentioned they were able to discover and focus on more positive comments.
Many participants reported that they would gravitate toward the positive clusters instead of the
negative ones when reading responses. P4 noted that with this feature, they would be able to
“Fust think of it as having been controversial, instead of focusing on and remembering the negative
comments.” Several participants (P1, P4, P9, P10, P11) also mentioned that given the option, they
would opt to ignore the negative comments completely, focusing only on the positive comments
and not reading the contents of the negative comments.

In the context of networked harassment, the ability to bulk process information and provide users
with a more condensed view was also viewed favorably in general. Many participants noted that it
is often hard to comprehend what is happening in the quote tweets in a networked harassment
situation, due to the scale of responses being more than they could process. Reading through each
individual comment and mentally processing and compartmentalizing each opinion caused fatigue
to the participants, leading to them avoiding checking the responses altogether. However, with
the summary view, participants said that they would feel less burdened and that they will check
the responses more often as a result (P4, P5, P17), eventually being more actively engaged in the
conversation.

6.2.2  Protection from Immediate Exposure to Negative Responses. The response summarization
feature was also lauded by many participants in that it protected them from being exposed to
negative comments before they were prepared. Many participants noted that on Twitter, there is
no way of knowing what kind of responses you may have before actually checking them. Such
uncertainty often led to anxiety about viewing the responses, especially when they were at an
unexpected scale. However, the summarization feature allowed them to be prepared for the prospect
of seeing negative opinions, which participants reported to have reduced the negative psychological
impact that the comments had.

I can prepare myself before making the choice to read strongly worded negative
comments, thus lessening their impact. - P12
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In other cases, participants noted that opinions that were clustered at the lower extreme (that
were part of the ‘Overwhelmingly Negative’ category) will often be simple vitriol or aggressive
opinions that are “not even worth responding to.” (P2). As they perceived these opinions and clusters
to have minimal communicative or informational value, they would simply forego reading and
interacting with such negative opinions at all. Some participants (P5, P10, P17) noted that people
would act more carefully to not be categorized in extreme categories, pointing out that valid
critiques could still be harassing when the language used is overly aggressive. However, several
participants did note that this type of behavior might cause side effects where people will ignore
even valid points of criticism just because they are negative towards them (P2, P3, P5, P6, P8, P9,
P14).

6.3 Taking the Initiative to Respond

Several participants pointed out that the central problem of networked harassment is that it causes
a sense of helplessness in the user as the extent and scale of the harassment became more than
what the individual can handle (P1, P2, P3, P7, P11). Thus, by providing response measures that
could operate at scale, we were able to provide users with a sense of security that they will be
able to react and respond even in situations of harassment. This sense of self-efficacy and agency
encouraged participants to use diverse methods to actively speak up about their perspectives.

6.3.1  Providing Methods for Effective Clarification. The post flagging feature was noted as sig-
nificant in that allowed users the opportunity to actively try to redeem themselves in the face of
misunderstandings. This allowed participants to interject the conversation with new information to
resume their control over the conversation. The participants felt that their clarifications or rebuttals
often went ignored on Twitter, especially during the peak of the spread and vitriol. This would
result in a barrage of identical arguments flooding and further burying their additional tweets. The
problem is exacerbated by third parties who see the quote tweet first and formulate their opinions
under its influence.

I’'m just one person, but with this, I can respond to many, many people and express my
thoughts to a group of people all at once. - P9

Thus, most participants appreciated Re:SPect’s ability to always bring their content front and
center. In fact, this feature was almost unanimously praised by the participants as it also reduced
the need for them to actively engage with the harassers, which was perceived to be risky as it may
instigate further harassment. Participants were enthusiastic about the possibility of “Preventing
my perspectives from being misrepresented or misunderstood.” (P8) Participants also noted that this
feature could prevent harassment from worsening as “Bystanders would have an easier time catching
up on the context” (P10), allowing people to be less influenced by the ‘flow’ and prevent more people
from thoughtlessly participating in harassment without knowing the context.

6.3.2 Encouraging the Use of Active Responses. In general, the existence and features of Re:SPect
had the effect of encouraging users to be more active in terms of their responses to harassment.
P14 noted how the features of Re:SPect helped “my voice to be more evenly matched to that of the
harassing group.”, which led to increased self-efficacy in their responses. Participants such as P4,
P5, P7, P13, P14, and P16 who had initially said that they would ignore the calling out or delete the
tweet so that they could avoid conflict, said that Re:SPect would allow them to actively respond.
P7 also noted that the “potential range of responses (I can take) is greater” with Re:SPect. Similarly,
P13 highlighted how the system provides a much greater degree of control and a range of possible
actions when it comes to dealing with harassment. In general, Re:SPect allowed users to feel safer

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW1, Article 117. Publication date: April 2024.



Re:SPect: Enabling Active and Scalable Responses to Networked Online Harassment 117:19

choosing more active, more engaged responses, while also providing them with increased perceived
agency and self-efficacy in the process.

Another element that impacted the perceived agency and self-efficacy was knowing that they
made an effort. A sentiment of ‘T know I tried my best’ was repeated across multiple participants (P2,
P6, P8), especially after using the post-flagging features to denote additional context. Specifically,
they felt like a weight was being lifted off their shoulders, even with the simulated scenario, as
they had technically fulfilled the responsibility of clarifying or making an effort to communicate.
Thus, once they had already made amends and also made it known, they felt they were also given
more freedom to resent malicious actors - as their explanations would make some attacks clearly
over the line.

Once I clarify the misunderstandings, I've done my duty. That makes me feel relieved. -
P2

6.4 Additional Use Cases and Potential Drawbacks of Re:SPect

Adding to this, our participants pointed out several potential use cases of Re:SPect that we had not
designed for, but could occur as a result of the features that we had presented. This included both
positive use cases, such as more effectively spreading information and prompting healthy debate,
as well as negative ones such as developing novel harassment pathways and avoiding responsibility.
We detail them in the following sections.

6.4.1 User-led Spread of Information. Our findings from the workshop suggested that a key dam-
aging aspect of networked harassment is how fast information — some of which may be incorrect
or misinterpreted — is spread. In Re:SPect, the visibility control features and context post flags were
designed to control both the range of the spread and how it is interpreted, respectively. However,
some of our participants noted that the system can actually also be used to disseminate information
faster for their own needs (P4). For example, they can add updates to existing tweets (e.g., notifying
people of location changes for an in-person event) through the mass-reply function to quickly
notify many people at once. The user can also choose and customize the spread to designated
groups, not just for the sake of responding to ongoing harassment but also for more practical
reasons such as appealing to different interest groups or respecting the content preferences of their
followers (P17).

6.4.2 Promoting Debate and Discussion in Twitter. Our participants were also optimistic about
the potential that Re:SPect could contribute to creating a better space for debate and discussion
on Twitter. Several participants, including P9, P13, and P14, were enthusiastic about Re:SPect as
they thought the system could contribute to opening up room for debate and discussion. They
specified the response summary feature as a central factor for this, claiming that being able to see
the distribution of opinions will help people form better opinions and also gain a better perspective
of others’ opinions. P5, P7, and P16 also noted that the common use of post flags could encourage
users to think twice before commenting or quote-tweeting others as there may be additional
context added later. Finally, P10 noted that allowing users to protect themselves from harassment
encourages traditionally discriminated or targeted groups to speak up, enriching the discussion by
inviting diverse opinions.

If we protect the users from harassment, then people who were traditionally excluded

from these public spaces, minority opinions, can all come together here. Twitter already

does that, but that strength could be enhanced even more. - P10

6.4.3 Harder to Take Responsibility for ‘Wrong’ Actions. Despite the positive feedback, some
participants noted that the features that reduce harassment could actually be used to avoid taking
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responsibility where they had actually been in the wrong. This was especially noted in relation
to the profile visibility feature. P4 noted that it becomes easier for “Actual wrongdoers to hide
behind anonymity”, citing examples of sexual violence that amplified due to the calling out and
amplification culture of Twitter. P8 added to this, saying that it is harder to assign responsibility
when people can be easily anonymized.

6.4.4 Re:SPect Could Exacerbate Harassment. Some participants voiced concerns over how the
features of Re:SPect could be abused to heighten the harassment. Similarly to the above point, P2,
P4, and P8 noted that people who harass others might attempt to hide their profiles and avoid
the consequences. On the other hand, P5 and P8 noted the audience may feel even less restrained
when harassing others with anonymized profiles due to the depersonalization of the author. Some
participants were also wary of using the response measures for fear of inflaming the discourse and
attracting even more unwanted attention. P11 explained, “If no one is backing off, it just becomes a
fighting ring.”

Even if you haven’t done anything wrong, if you overreact, you can become the bad

guy [in their eyes]. (...) If you respond more actively, it might actually just aggravate

the situation. - P3

A couple of participants noted that the summarization feature brought negative viewpoints
into the spotlight, which could cause stress and anxiety (P5, P7). They also noted that some users,
especially those with more fragile mental states, might end up catastrophizing the situation by only
focusing on the negative comments or even ‘doomscrolling’ with the easily-accessible summary of
negative comments.

6.5 Usability Concerns

In addition to the potential use cases, some participants provided interface-level usability concerns
and elements for improvement regarding the design of Re:SPect. P17 and P18 noted that the system’s
Ul depth was generally large and that the nested views requiring many clicks to access the settings
could be too complex. This led to the perceived complexity of the system, and some participants
thought that it would take some training before they could fully utilize the functions. In this line of
thought, P1 and P5 also noted that the visibility settings should be on a separate view, as in the
case of the reply settings of Twitter, and not included in the dashboard. We note that the tools
we provide must remain accessible to ensure that users are able to employ the response measures
in real harassment situations. Thus, the learning curve and complexity of Re:SPect is something
we should take care to improve in future iterations should such features be applied to real-life
scenarios.

7 DISCUSSION

The results of our study suggest that Re:SPect could promote more active and scalable responses
to networked online harassment, while relegating a sense of control back to the victims. Many
participants praised the diversity of solutions that Re:SPect provided, as it allowed them to pick
and choose the solution that worked best for them. This aligns with previous findings which state
that individuals with different experiences have different expectations and preferences for online
justice [85]. Several participants used a different combination of features while aiming to achieve
the same effect, which suggests that Re:SPect could potentially be applied to diverse harassment
scenarios beyond what was explored in the current study. However, while Re:SPect’s features were
unanimously praised for their potential to protect users against networked online harassment,
some did note that they could also be used to exacerbate echo chambers, refuse to heed valid
criticism, and abuse anonymity. In this section, we build upon these insights and discuss how this
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work situates within the larger body of online discourse literature, as well as key factors involved
with improving the users’ agency in the face of networked harassment.

7.1 Promoting Safer and Healthier Online Discourse

Online harassment in social media is considered a significant threat not just to the individual, but
also to the platform itself. Fear of conflict or harassment discourages individuals from speaking up
or expressing their thoughts online [51, 59, 67], reducing the amount of engagement on platforms.
On the other hand, online discourse is often where many conflicts and antisocial behavior starts.
Thus, discussing how we might reduce online harassment on social media is inevitably connected
to promoting healthier online communication. While Re:SPect focuses primarily on reducing the
negative repercussions of harassment on the individual, our participants suggested that its features
could have significant implications for how discourse is shaped on Twitter.

Re:SPect achieves this by allowing the victims of networked harassment to resume control of
the discussion. Through features such as post flags and interaction boundary settings, the users
can act as a moderator of their own posts to ensure that the discussion stays within an acceptable
boundary. This builds upon Im et al’s work on affirmative consent, who introduced the idea of
consentful social media systems that allow users to freely and flexibly exert their control over their
posts [43]. Online spaces will always be plagued by “a few bad apples” — malicious actors whose
primary intention is to hurt others [74]. Rather than focusing on reconstituting these individuals,
Re:SPect puts the consent of the individual first by determining who and how they see the content
through the visibility controls and flagging functions. As the conversation evolves, the owner of
the post can reel back deviant behavior and signal their boundaries, informing others on how they
should engage.

The features can also encourage meaningful and constructive discussions. Current forms of
online ‘discussions’ are often fatigue-inducing; users become overwhelmed by the anticipation of
diverse interpretations and reactions to their words and feared being wrongly accused without
even reading the content. Features such as the flagging system and mass interaction functions of
Re:SPect could enable users to resolve misunderstandings effectively and efficiently. This ensures
that the audience and the author are on the same page, which advances the discussion rather
than correcting or stagnating on the same points. Several participants also mentioned how the
system may be used to ask for and exchange information (P4, P10, P14, P17), which pushes the
conversation to be constructive as well as argumentative. Though the system may be centered on
the called-out individual, many participants felt that the presence of the system’s features could
also lead to reduced harassing behavior in the long term.

Social computing research has also explored the possibility of facilitating healthy discussions by
gaining a better understanding of others and reducing hostility. Systems such as ConsiderlIt [53]
and Reflect [54] experimented with encouraging users to consider differing viewpoints in a civil
manner. Nelimarkka et al. suggested design recommendations on how to decrease polarization
and facilitate discussion in social spaces [70]. Re:SPect builds upon such approaches by promoting
balanced opinion perception and reduced hostility in online environments. We also argue that
features that enrich the context of a discussion could help provide additional nuances that could
not be represented in previous social media-based interactions. Kim et al. have previously explored
the possibility of priming users to contextual information about a post [50] to encourage open
discussion and reduce animosity. Similarly, we encourage future work to further explore features
flexibly providing nuanced context to a discussion so as to facilitate healthy, open discussions
online.
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Indirect
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Fig. 6. Classification of Responses to Online Harassment

7.2 Responding to Networked Online Harassment

Our observations yielded insights into the methods Twitter users use to respond to networked
online harassment. Previous work on online harassment has explored the various motivations for
protective strategies and responses used by victims of harassment, as well as how these strategies
are evaluated by the user [62]. Depending on the experiences, preferences, or situational variables,
users may employ different response strategies, which can lead to a diverse array of consequences.
Thus, we argue that classifying the responses to online harassment could be beneficial in validating
the victims’ experiences [9] as well as understanding the motivations behind them. In this section,
we discuss the key factors in effectively responding to online harassment, as well as how users
respond to networked harassment.

There are a variety of methods that users can take to protect themselves from harassment, such
as reporting [59, 62, 67] or blocking users [14, 46], deleting the post, changing the privacy settings
of or deleting one’s account, and taking legal action [51], among others. In the context of networked
harassment and public calling out, another important factor is to clarify misunderstandings and
share missing or additional context (Section 6.3.1), or stopping the spread of posts (Section 6.1.1) to
prevent further harassment. Kim et al. have classified the response tactics of called-out individuals
into active and passive responses where the individual either acknowledges and engages with the
criticizing content or chooses to avoid it [51].

We expand upon this framework to propose another variable for classifying responses to online
harassment: the engagement level of the responses. We build upon the passive-active dichotomy
described earlier by Kim et al., which specifies how much initiative does the individual take to
respond to the harassment. We consider this in combination with the engagement level variable:
Do they reply directly to the perpetrators, or address them indirectly through posts targeting the
general public? Our suggested model and examples of harassment responses as reported by the
participants of our study are depicted in Figure 6.

7.2.1  Re:SPect Promoting More Active Responses. While the decision of which response measure to
take varies, and will largely depend on individual differences, there were some patterns examined
in the interviews that could suggest future design implications for anti-harassment systems. For
example, after using Re:SPect, many participants reported that they would take a more active
approach to handling networked harassment. P4 said that their preferred method of responding
to networked harassment was “just to delete it, or turn off notifications, and wait until people don’t
care anymore” However, after being introduced to Re:SPect, they said that the array of choices that
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Re:SPect provided them would encourage them to try out more active response tactics such as adding
context or specifying visibility boundaries. We note that in our participants, passive responses
were usually taken out of a sense of helplessness surrounding networked online harassment. Thus,
future work could use the suggested model as a frame of reference and aim to provide methods
that allow victims of harassment to take up more active response measures than passive ones.

7.2.2  Allowing for Indirect Responses to Networked Harassment. While our participants did not
show a clear preference towards either direct or indirect response measures, Re:SPect did allow for
preferences toward either direction. As Re:SPect was designed to provide an additional layer of
protection for the users, our design mostly focused on promoting more indirect responses. This
could have the benefit of suppressing workarounds perpetrators may take to determinedly harass
the victim, as is known to happen in several networked harassment situations [51, 80]. However,
some participants did note that they would prefer a more direct method of communicating with the
harassers. For example, while we introduced the post flag feature to promote an indirect method
of context sharing, some participants mentioned that they wanted to send notifications to their
harassers regarding the flags. They noted that this was so that they would understand that they
had contributed to harassment and reconsider their actions.

We can explore this by focusing on the aspect of reputation in social media. As noted before, a
major issue of networked harassment is that it is often difficult or impossible to control how far
it spreads [65], often beyond the direct comments made by perpetrators [51]. Indirect responses,
then, could function as a method to respond and express oneself to the larger, potential audience.
This, in connection to the three types of stakeholders in online harassment - victim, perpetrator,
bystander [24, 25, 95] — direct responses would be when the victim engages with the perpetrator
and indirect responses when they engage with the bystanders.

Our results imply that while these motivations are not mutually exclusive, the driving factors
and response patterns may differ significantly. In exploring user-centric responses to harassment,
understanding the victim’s motivations and demands towards these third parties could be beneficial
to better effectively leverage community support in response to harassment. Examples of this could
include requesting moderation help from close peers [63], encouraging bystanders to step in [24, 95],
or simply preventing misunderstandings. If we obtain a better understanding of these motivations
and the potential impact surrounding bystander audiences, it could enable more effective and
flexible methods of responding at scale.

7.3 Increasing Perceived Agency and Self-Efficacy

The findings from our user study indicate that Re:SPect’s features can be effective in solving the
problems related to online harassment; however, this is not because the features suggested will
eradicate harassment. While a large portion of online antisocial behavior is driven by situational
variables [21], people who are determined to harass, either due to malicious intent or simply to
cause chaos [52, 74] cannot be stopped completely. In fact, several participants in our study noted
that anti-harassment systems and features, no matter how well-executed, will still not be able to
remove all harassment from the platform as people will eventually find a way to circumvent them.

Even so, participants felt empowered and safer as a result of using Re:SPect. Part of it could
be attributed to the fact that Re:SPect’s features could make harassment a much more high-
maintenance task for the perpetrators. The existence of protection and response measures cut
back on the possibility that people may participate in harassment unintentionally [46, 51] or by
conforming to their peers [14]. More importantly, participants also noted that the existence of
Re:SPect, as well as the breadth of online harassment scenarios that it can cover, increased the
perceived agency of the participants. Perceived response efficacy and self-efficacy provided by the
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existence and knowledge of effective response measures can benefit victims of harassment by
encouraging them to take action [62]. Social media users often censor their postings in fear of
being targeted for online harassment, even when they had not previously been harassed [59]. The
reassurance that one will be able to respond to harassment even if it happens can make them feel
safer, freer, and less anxious about potential negative responses to their posts.

7.4 The Future of Networked Harassment Moderation in the Decentralized Web

While this study focused on replicating and improving harassment-related experiences on Twitter,
the implications of our study can extend beyond the platform. Particularly, we focus on the relevance
of the current work in decentralized social media and moderation practices, also known as the
fediverse. Following the acquisition of the microblogging platform by Elon Musk in October 2022,
there have been significant changes in platform policy, management, and overall user experience [4,
75, 94, 99]. In response to this, a movement to migrate to alternative microblogging platforms has
emerged [44, 103]. While there are certainly examples of alternative platforms that also follow a
centralized protocol, Meta’s Threads? being the most recent example, it is interesting to note that
many of the prominent alternatives are part of the decentralized web, such as Mastodon?, Bluesky4,
and more. As our design also focused on a more individualized, distributed form of harassment,
the design implications from Re:SPect could also be applied to such decentralized social media
platforms.

Moderation in the fediverse is unique in that the policies differ according to each instance, or
the specific network of users involved [2, 81]. This has the effect of allowing for more flexible
moderation decisions that better fit the characteristics and expectations of each community [7, 81],
as opposed to the centralized moderation protocol used by private platforms. Users are also given the
choice to decide which set of moderation policies they follow by being able to freely join and leave
instances [28, 81]. However, the burden of moderation falling solely on the instances’ moderators
mean that it presents a larger burden to the individuals involved, especially considering that it is
often conducted through volunteer labor [2, 28]. Harassment may also persist across instances, for
example, exploiting instances that are not heavily moderated or even forming instances that are
dedicated to harassment and toxic behavior [13, 18, 97]. Thus, we emphasize the importance of
allowing individual users to control and moderate their own audiences, as we have demonstrated
through Re:SPect. The fediverse may take this into account so as to reduce the burden of volunteer
moderators and empower individual users to respond against networked harassment.

7.5 Limitations and Future Work

While we evaluate the feasibility and users’ perceptions of Re:SPect through a simulated user study,
we were not able to fully implement and deploy an end-to-end version that could be applied to
‘real” harassment situations. Real-time factors such as how fast are the responses coming are often
taken into consideration when assessing the severity of harassment but were not implemented in
our study design. We have attempted to alleviate these concerns by providing both preemptive and
reactive scenarios of networked harassment, but as they were also both based on a single moment
in time, they may not fully represent what victims of networked harassment are going through. We
also note that introducing different and more diverse sample situations in the scenario-based study
could have prompted more diverse potential use cases and implications for Re:SPect. Future work

Zhttps://www.threads.net/
Shttps://joinmastodon.org/
4https://blueskyweb.org/
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could improve upon the generalizability of our findings by introducing more complex situations,
such as different catalysts of harassment, complexity, and scale of the network involved.

In addition, as our evaluation of Re:SPect focused more on the proof-of-concept of anti-harassment
social media design, some aspects specific to implementation were not applied. For example, with
regards to D2 (Provide a succinct, digestible summary of user comments), we advised the partici-
pants to assume that Re:SPect would auto-generate clusters of opinions. In this case, performance
metrics of the model, such as accuracy, could impact the feasibility and trustworthiness of the
feature. Future work could explore how different clustering models or varying levels of performance
could impact user perceptions and usage patterns.

Finally, it was brought to our attention that some of our features, such as users limiting the
visibility boundaries of their posts, may go against the interests of social media platform companies.
It is true that many commercial platforms such as Twitter, Facebook, Instagram, and YouTube
focus on engagement and amplification of content. However, unsavory experiences surrounding
online harassment are often a reason for reduced engagement or leaving the platform entirely [71],
deteriorating the quality of discourse. Thus, it would be in the interest of such companies to
apply individualized anti-harassment designs as suggested in this paper. While this paper focuses
primarily on Twitter, it may be interesting to see how the insights from this paper could be applied
to other platforms.

8 CONCLUSION

In this paper, we explored the design and development of anti-harassment tools on social media,
specifically focusing on networked harassment. Through three sessions of design workshops,
we revealed key elements and design goals to consider when designing to prevent networked
harassment on Twitter. These included the accurate representation of the poster’s intent and
content, ways to stop the amplification of posts, as well as providing granularity and specificity in
the post settings. We designed Re:SPect, a system promoting scalable and active responses from
victims of networked harassment, and evaluated it with 18 participants through a speculative
scenario-based study. Our findings suggest that providing scalable response measures such as
context nudges and mass-response features was effective in reducing anxiety and the feeling of
helplessness in networked harassment. Building upon these insights, we introduce implications
and theoretical frameworks upon which we could develop more effective solutions to networked
harassment.
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